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Abstract: Semi-input-memory finite automata are a generalization of input-memory finite au-
tomata by appending an autonomous finite automaton component. This paper gives a decision
criterion of weakly invertible semi-input-memory finite automata with delay 2 of which the min-
imal output weight of length 2 and the sizes of input and output alphabets are identical. The
results are used to generate a kind of weakly invertible semi-input-memory finite automata with
delay 2 and to give other proofs of results in binary case. In addition, a frame of binary ciphers
with delay 2 and bounded propagation is presented.
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1. Introduction

Finite automata are regarded as a natural mathematical model of cryptographic
systems. This stimulates the investigation of invertibility of finite automata, which
has been received extensive attentions since 1950s (see the references of [5]). Among
others, in [3] we introduce the concept of semi-input-memory finite automata for
characterizing the boundness of the error propagation in decoding. Such a finite
automaton is called a feedforward inverse if it is a weak inverse. (cf. [5 page 13
and §1.5]) Due to the equivalence between boundness of the error propagation in
decoding and feedforward invertibility [3], the simplicity of semi-input-memory finite
automata relative to general finite automata causes investigating the structure of
feedforward inverses for the investigation of the error propagation. But the problem
of the structure of feedforward inverses is not trivial. There are systematic results
on this topic only in the case of small delay.

In [4], a decision criterion of feedforward inverse finite automata is presented
which is used to characterize the structure of feedforward inverse finite automata
with delay 0 and 1 in [4, 1, 2, 10] and binary ones with delay 2 in [11].

In [6], a result on mutual invertibility is given: for any stronger connected finite
automaton with the same sizes of the input and output alphabets, it is a feedforward
inverse if and only if it is weakly invertible. (cf. [5 page 56, Theorem 2.2.2]) Based on
mutual invertibility, [7, 8] give another characterization of the structure of automata
mentioned in previous paragraph, and [9] studies the structure of binary feedforward
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inverse finite automata with delay 3 in some case of the minimal output weight.

This paper deals with the general case of sizes of the input and output alphabets.
We prove in Section 2 a new decision criterion of weakly invertible semi-input-
memory finite automata with delay 2 of which the minimal output weight wa s
and sizes of the input and output alphabets are identical. As an application of
the decision criterion, Section 3 presents a method to generate a kinds of weakly
invertible semi-input-memory finite automata with delay 2. In Section 4, results
for general case in Section 2 are also used to give other proofs of results in binary
case. And in Section 5, several open problems are presented. In addition, a frame
of binary ciphers with delay 2 and bounded propagation is given in Appendix.

For terminology and notation in automata theory not explained in this paper,
readers are referred to [5].

2. A decision criterion

Recall some definitions. A finite automaton is a quintuple (X,Y, S, d, A), where X
Y and S are nonempty finite sets, 6 and A are single-valued mappings from S x X
to S and to Y, respectively. The domains of § and A are expanded to S x X*
by d(s,e) = s, 0(s,ax) = §((s, ), x), A(s,e) = €, A(s,ax) = A(s,a)A(d(s, a),x),
seS,ae X" xe X, where X* stands for the set of all words over X including
the empty word e. If for any s in S, d(s,x) and A(s,z) do not depend on z, M
is said to be autonomous and abbreviated to (Y, .S, d, A), where § and A are single-
valued mappings from S to S and to Y, respectively. Let M, = (Y, Sa, da, Aa) be
an autonomous finite automaton, f a single-valued mapping from X! x \,(S,) to
Y. We use SIM(M,, f) to denote a finite automaton (X,Y, X¢ x S,,d, A), where

5(<$_1, sy T—cy Sa); IO) = <IO; T—1y---,T—c+1, 5a(3a)>7
)\(<x—17 s 7'7;—(;7 5a>7x0) = f(xO) {L‘—la e 7‘7"—07 )\a(sa));

T, T 1,...,T_c € X, Sq € 5.

SIM(M,, f) is referred to as a c-order semi-input-memory finite automaton deter-
mined by M, and f.

Let M = (X,Y,5,8,\) be a finite automaton. Define sz,\f» = As, XY =
{As,z0...2121) | s € S,z0,...,x1-1 € X}, wm = minseS|Wl{‘f| and Igffs =
{xo c Z1B-1 | )\(S,JZO . ..mm‘,l) =B, zg,... »L|8)—1 € X}

It is easy to see that M is weakly invertible with delay 2 if and only
if for any x,z1,20,27 € X with z¢g # x(, A(s,xz0x1) = A(s,zpa}) derives

M M —

Wl,é(s,m(ﬂl) ﬂ Wl,é(s,:c{)x'l) =0.

Lemma 2.1. Assume that M is stronger connected and weakly invertible with delay
2. Let wo o = Y| = |X|. If M(s,x1) = -+ = A(s,zy) holds for different x;, i =
Lo.,ran X, then |Ui—y W5 .0 =7

Proof. Suppose that A(s,z1) = -+ = A(s,x,) holds for different x;, i =1,...,r
in X. We prove |{J;_, W%(S 1i)| > r by reduction to absurdity. Suppose to the
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contrary that |{J;_, 15(51 )| < 7. Let Ui, 15(51 y = {y1,...,y:} for some
t<r Foranyi,j,1<i<rl<j<t,let |U16IM le\{;(s%xﬂ = ¢; ;. Since
=|Y|,i=1,...,7. Then
we have ZE 165 =1Y],¢=1,...,7r. Since M is weakly invertible with delay 2,
M
for any j, 1 < j < t, UleI;‘/’ 5(o,25) Wl O(s,ziw)?
other. Thus Y/ ¢ = >0, |Um€] e W%(S’zimﬂ <Y, j=1,...,t. We
then obtain r|Y| = >, ijl Cij = ijl Sy ciy < t|Y]. It follows that r < ¢.
This contradicts ¢ < r. We conclude that ||[J;_, W%(S el 2T O

,6(s,x4)
M is stronger connected, wa pr = |Y| derives |W275(5’zi

i = 1,...,r are disjoint with each

Lemma 2.2. Assume that M is stronger connected and weakly invertible with delay
2. Let wyp = |Y| = |X|. Then for any y € WM, we have |, ¢ u WIJV{;(
; MWV,

1%

s,a:)| -

Proof. Since M is stronger connected, woyy = |Y| derives W3] = |Y| =
| X|. Obviously, [W3| = Zyewf{{, |UIGI% W%(S,xﬂ- From Lemma 2.1, for any
y € W, we have ||, I, le\%él| [IM]. Thus |X| = >, cppn 1M

) z€ (s,) Y, yeW L "y
Zyewﬁfs |Um€]¥s Wf‘f;(sz | = W] = |X|. It follows that Zyewﬁfs 112X
ZyeW{Yg |Uer;‘jfs W%(s,xﬂ. From |Ux6]§u wM L5(s.a) 2 |1 | for any y € W, this
derives |Um€I% WIJ"{;(SJ)| = 1) for any y € W] O

Lemma 2.3. (equilibration) Assume that M is stronger connected and weakly in-
vertible with delay 2. Let wo p = |Y| = |X|. Then for any y € Wf‘/{g and any

y € Ume]é‘f’s Wl%(sﬂ:)’ Zze[lw | y’,6(s,x) | - |X|

Proof. Let y € WM and I}, = {a1,...,z,}, where r = [I}%]. Let s; = 6(s, ),
i = 1,...,7. Obviously, Ua:elM W%(S 2 = = Ui 1W1 s,» and ZzGIM |IM 5 (s, z)| =
Zz 11, é)| From Lemma 2.2, we have ||J|_, 157| |Ux6]% W1’5(87x)|
| |*T LetUz 1I/V157 {yla"'ayT}'

“We prove > ., | y,,51| IX|, 5 = 1,...,r. Let d;; = |I§f7si|, i,j =
1,...,r. We prove Y.  d;; < |X|, j = 1,...,r by reduction to absurdity.
Suppose to the contrary that Z: 1di; > |X] for some j, 1 j < r. From
Lemma 2.2, we have |Uer;‘;{,57 wM dij, i, ] 1,...,r. Thus

A

1,6(si 1)| = | y;,éq| -
S| UIGI%M W%(Si’zﬂ =>""_,di; > |X]|. This derives that Umelé‘jysi WIJ\’/{;(
i =1,...,r are not disjoint with each other. Thus M is not weakly invertible with
delay 2. This is a contradiction. We conclude i, d;; <|X|,j=1,...,r

We prove Y0 _,d;; = |X|, j = 1,...,r by reduction to absurdity. Suppose
to the contrary that >\, d;  # |X| for some j/, 1 < j* < r. It is easy to see
that 7, dij = X[, i =1,...,r. Since 3°/_, d;; < [X], j = 1,...,7, we have
rIX] < 3 i dig = Yo 2oy dig = i [X| = 7| X]. Tt follows that
r|X| < r|X]. This is a contradiction. We conclude >\, d;; = |X|,j=1,...,r. O

$i,x)?
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Lemma 2.4. (compatibility and equilibration) Assume that M is stronger con-
nected and weakly invertible with delay 2. Let wo pr = |Y| = | X|. Then (a) for any

y € WM and any y' € UIHM W%(S o) the sets U, ,elz»;é( )W%(S wary T € Il

are disjoint with each other, and ZmGIM | Uprerm wM (s,aany| = Y], and (b)
v 6 (s,2)

Jor any y € W and any y" €Y, we have ZzGIM seX |I s SM,)| L] X].

Proof. (a) Let y € vag and y' € UerM W%(s,x). Since M is weakly invertible
with delay 2, [, EIMO(”) W%(s,m,), z e I
ZaeIM |U1 eI, 5(s, )Wl 5(s, ;cx’)| < |Y|

We prove erIM |U1 eI { s, le\,%(s,a;a/)| = |Y] for any ' € ng% W%s(s@)
by reduction to absurdity. Suppose to the contrary that

M ’ M
ol el s

are disjoint with each other. Thus

holds for some ' € UerM W%(s,x). Since erI% | Ugrernm

7' ,6(s,x)

/)| < |Y|7

Wl 0(s,xx

we have ) e, U, e, W%(S’m,ﬂ < |Y]. Using Lemma 2.2, it follows that
> U Wilheel< 2 Y
y/EUwelM Wy TELL @ eﬂ;a(s ) y/EUwelﬁf’s WS o)
U WileanllY] = 15501X] (1)

xEIA{
On the other hand, using Lemma 2.2, we have

Z Z | U Wll\,/(IS(s,:cx’)|

M M M
yleuweléxfs Wl,é(s,m) :CEI%S ‘/E/elylwd(‘gyz)

. M M M
zelyl y/EUmeI{I\{{S Wiy T€LT 50

> > 1 syl = D 1XI=1LLIIX).

. M M . M
v}l v €U crp Wi o weIM,

From (1) and (2), |[I}%]|X| < [I)Z||X| holds. This is a contradiction. We conclude

that >~ eri, |Um 611\4 s W%(S’m,ﬂ = |Y'| holds for any y’ € UzeI;W W1 5(s.2)"

(b) Let y € Wl,s and z € Ié‘/fS. Using Lemma 2.3, for any 3’ €
M M
Wl,g(sym) and any y" € U:n erl 5. )Wl,é(s,azaz’)’ Za: elkfé( o | X1
From (a), it follows that for any 3y’ € Uzely wM "5(s,r) and any y' e Y,

ZmGIM DD Ié‘ff, 5(s.eay] = |X|- Thus, using Lemma 2.2, for any y” € Y,
v 8(s.2)

ZzGIM Zz rerM

y!,5(s,

M _
1Ly 505,200 | =

M _
M) s = I Users Wil lIX1 =

>y WM
Y erng){{S



Tao/On Weakly Invertible Finite Automata 7

|1 ||X|. It follows that for any y” €Y,

Z |Iy1\{l’,6(s,a:a:’)| = Z Z |Iy1\{l’,6(s,a:a:’)|

zelM x'eX zelM z'eX

= Z Z Z |Ig§\{l’,6(s,mm’)|

M M M
€Lyl vE€Usery, Wilsoy ¥ €Ly 50,0

Z Z Z |Ié\{{,6(s,mm’)|

yIGUJGI!])/IS Wll\,/{i(s,w) QL‘EII{X"S r'elM

v/ .8(s,w)
= I, ]1X].

|

Below, let M = (X, Y, S, d, A) be a c-order semi-input-memory finite automaton
SIM(M,, f), where S = X¢ x S,, M, = (Y4, 54,04, Aq) is an autonomous finite
automaton, and f is a single-valued mapping from X<t x \,(S,) to Y.

For any state s of M, the input-partition of s means a partition of X so that
x, 2" belong to the same block if and only if A(s,x) = A(s, z’).

For any T C S, a output-partition of 7" means a partition of T' so that |B| =
|A(B, X)| holds for each block B.

Recall that a partition 7’ of a set T is called a refinement of a partition 7 of T,
if ©'(¢,t') — w(t,t') is true for any ¢,¢' € T, that is, any block of 7’ is a subset of
some block of 7. Thus, any block of 7 is the union of some blocks of 7’

A output-partition 7 of T is called primitive, if any refinement of m other than
7 is not a output-partition.

Let B, ..., B, be all blocks of a partition. (|B;, |, |Bi,l,---,|Bi,|) is called the
type of the partition, if |B;,| < |B;,| < ... < |B;,|, for some permutation iy,. .., i,
of 1,...,r. If a partition 7’ is a refinement of a partition 7, the type of 7’ is called

a refinement of the type of .

For any state s of M, a join between s and the n states (s, X) means a one-
to-one mapping ¢, from the blocks of the input-partition of s onto the blocks of a
output-partition of §(s, X) so that |ps(B)| = | B holds for any block B of the input-
partition of s. Clearly, types of the input-partition of s and the output-partition of
d(s, X) are the same.

For any different states si,...,s, of M, a join between the r states s1,...,s,
and the 7| X| states 6(s;, X), i =1,...,r means r mappings ¢s,, i = 1,...,r, where
©s,; 1s a join between s; and §(s;, X), i =1,...,r. For any B C {s1,...,s;}, the | B]
sets 0(s’, X), s’ € B are called compatible under the join, if for any y' € A(B, X),
Mes (I ), X), ' € B with I)f , # 0 are a partition of Y.

0 is called a refinement of a join (g, if 5(5,]5‘7/[5) = @S(I%) holds for any y €
A(s, X).

Theorem 2.1. Let M = (X,Y, 5,5, \) be a c-order semi-input-memory finite au-
tomaton = STM(M,, f) with | X| = |Y| = n. Assume that we pr = n and M, is
stronger cyclic. Then M is weakly invertible with delay 2 if and only if for any n
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states (5, X), there is a set Pj(s x) of primitive output-partitions of §(5, X') such
that for any state s of M we can construct a join ¢, between s and §(s, X) sat-
isfying the following conditions: (1) for any s € S, Ps(s x) contains a refinement
of the output-partition @s(lé‘f[s), y € A(s,X), of 6(s,X); (2) for any § € S, any
output-partition 7 in Ps(s x) and any block B of m, d(s’, X), s’ € B are compatible
under the join; (3) 4 is a refinement of the join ¢, for any s € S.

Proof. only if. Suppose that M is weakly invertible with delay 2. For any n states
§(5,X), 5 being a state of M, let s be a precursor of (3, X). Then §(s, X) = 4(5, X).
It is easy to see that 5(5,]%), y € A(s,X) are a partition of §(5, X). Denote the
partition by 7. Since M is stronger connected, from Lemma 2.2, for any y € le\ﬁ,
we have [\(6(s,1,%), X)| = |UIGI% W%(Syxﬂ = [1)%] = [6(s, I)%)]. Thus 7, is a
output-partition. Let PSI(E,X) = {ms | s is a precursor of 4(5, X)}. Take Pj(5 x) to be
a least set of some primitive output-partitions of 4(5, X') which contains a refinement
partition of each partition in Pé(E,X)'

For any state s of M, let ¢s be a mapping from the input-partition of s to
the output-partition my of 8(s, X) so that ¢, (I}%) = 6(s, 1)%) for any y € A(s, X).
Clearly, ¢, is one-to-one and onto, and [, (Ip%)| = 16(s, 1) = [I}%]. Thus ¢, is
a join between s and d(s, X). Since 75 € Pé(s,X)’ from the construction of Ps(s x,
P5(s,x) contains a refinement partition of 7. Thus the condition (1) holds. From the
definition, ¢ is a refinement of the join. That is, the condition (3) holds. To prove the
condition (2), for any output-partition 7 in Pj(s, x), from the construction of Pj; x,
there is a precursor s of §(§, X) such that 7 is a refinement of m4. From Lemma 2.4

(a), for any y € Wf‘/é and any 3’ € Umelé\’g Wf‘f;(s,x), the sets Um,elM Wf‘f;(s,m,),

y/,8(s,x)
M o .. . M
x € I, are disjoint with each other, and ZmeI% |Uz’ely o) Wiss.ean| = Y1,
that is, the sets (U, u W%(s,m,), T € I% with Iy’é(s@ # () are a partition

y’,8(s,x)

of Y. Let B be a block of ms. Then B = 5(3,[%) for some y in le\i Thus for
any y' € Uer% W%(s,x) = AB, X), the sets (. u W%(s,m,), T € Iys with

y/ ., 8(s,x

Ié‘f{é(sﬂ) £ 0, ie., )\(gos/(]é‘f{s,),X), s’ € B with Ié‘f[,s(, 7)5 () are a partition of Y.
Assume that By, ..., B, are different blocks of m and By,..., B, are a partition of
B. Then |B| = |Bi| + -+ + |B;|. Since m and 75 are output-partitions, we have
IMB, X)| = |A\(B1, X)|+ -+ |A\(Br, X)|. It follows that A(B;, X),i=1,...,7 are a
partition of A(B, X). Thus for any y' € A\(B;, X), the sets Ay (I)! ), X), s € B
with I%S/ # () are a partition of Y. Since Ié‘f[,s/ = () for any y' € A(B;, X) and any
s’ € B\ B;, we have that for any 3’ € A\(B;, X), the sets A\(pg (I%s,),X), s € B;
with Ié‘f[,s/ # () are a partition of Y. Thus §(s’, X), s’ € B; are compatible under
the join. Since any block of 7 is a subset of some block of 7, for any block B’ of
0(s’,X), s’ € B’ are compatible under the join. Therefore, the condition (2) holds.

if. Suppose that for any n states (5, X), there is a set Pss x) of output-
partitions of (8, X) such that for any state s of M we can construct a join ¢y
between s and d(s, X) satisfying the conditions (1),(2) and (3). We prove by re-
duction to absurdity that M is weakly invertible with delay 2. Suppose to the
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contrary that M is not weakly invertible with delay 2. Then there are s € S and
xi, ¢ € X, i =0,1,2 such that xg # z( and A(s, zox122) = (s, xpzizs) = yy'y”,
for some y,y’,y"” in Y. Let s; = §(s,20...2;-1) and s} = (5(3 xh...xh_q),1=1,2.
Since the condition (3) holds, we have 5(3,[%) = s (I}%), for any y € A(s, X).
From the condition (1), there is 7 in Ps(s,x) such that 7 is a refinement of 7.
Since the condition (2) holds, for the output-partition 7 in Py, x) and any block
B’ of 7, §(s',X), s’ € B' are compatible under the join. Since zg # x{,, we have
s1 # sh. From A(s,z0) = A(s,z)) =y, s1 and s} belong to the same block of s,
say B. Since 7 is a refinement of 7, there are blocks By, ..., B, of m such that
By, ..., B, are a partition of B. As proven above, A(B;, X),i = 1,...,r are a par-
tition of A(B, X). From s1,s] € B, using A(s1,z1) = ¥’ = A(s},2}), this derives
s1,8) € B; for some i. Since 6(s’, X), ' € B; are compatible under the join and
s1, 84 € By, )\(gasl(IM ), X) and ey (I),,), X) are disjoint. Since the condition

y'581 y'ss)
(3) holds, we have 6(s1, 1, M) = gasl(Iy s,) and 5(51,15\46,) =@y (IM ) It follows
that A(é(sl,léwsl) X) and )\(5(51,];‘7[6,) X) are disjoint. Slnce 52 6 d(s1, é‘/lsl)

and s € 5(51,15‘718,1), A(s2,X) and A(sh, X) are disjoint. Then we have A(sa,x2) #
(85, x4). This contradicts A(s2, z2) = A(sh, 25) = y”. We conclude that M is weakly
invertible with delay 2. g

3. Application

Lemma 3.1. For any positive m and n with m < n and any nonnegative integers

Cij, 45 = L,....m satisfying > i cij = >oiei¢ii =n, j =1,...,m, there exists
an m x n matriz A over {1,...,m} such that each column of A is a permutation of
1,...,m and the number of occurrences of j in row i of A is ¢;j, 1,5 =1,...,m.

Proof. We construct A recurrently. For any k, 1 < k < m, we uses A to
denote an m x n matrix over {0, 1,...,k} satisfying the condition P(k): for any h,
1 < h <k, each column of Ay has unique occurrence of h and any row ¢ of Ax has
c;n occurrences of h. It is easy to see that such a A; is existent. For example, in
row % of A;, elements in column ¢ + -+ 4+ ¢;—1,1 + 1 to column ¢ + - - - + ¢;1 are
1,2=1,...,m, and elements are 0 elsewhere. From Z:Zl ¢;1 = n, this is possible.
Clearly, A; satisfies P(1).

Suppose that we have constructed Ay, k& < m. We construct Agy; from Ay as
follows. For each i, 1 < ¢ < m, using Z;ﬂzl c¢ij = n, we have ¢; p41 < n—cj— - —Ci.
Since the number of element 0 in row ¢ of Ay is n —¢;1 — -+ - — ¢k, We can replace
¢ik+1 elements 0 in row ¢ by k£ + 1. From 2111 Cik+1 =N, n elements 0 in Ay are
replaced by k+ 1. Denote the result matrix by By. Start off with By, we recurrently
construct By, By, . ... Suppose that we have constructed an m x n matrix B, over
{0,1,...,k + 1} satisfying the condition P’(k): for any h, 1 < h < k, each column
of B, has unique occurrence of h, and for any h, 1 < h < k+ 1, any row ¢ of B,
has ¢;;, occurrences of h. Since Ay satisfies P(k), from the construction of By, By
satisfies P’ (k). If each column of B, has unique k + 1, then take Ay, = B,. Since
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B, satisfies P’(k) and each column of B, has unique k + 1, Ax41(= B,,) satisfies
P(k+1). Otherwise, we construct an m x n matrix By1 over {0,1,...,k+1} such
that B, satisfies P/(k) and the number of columns without the element &k + 1
of B,41 equals the number of columns without the element k£ + 1 of B,, minus 1.
Since the number of columns without the element k£ 4+ 1 of By, By, ... are strictly
decreased, we arrive at some nonnegative integer v’ so that the number of columns
without the element k& + 1 of B,  equals 0. It follows that each column of B, has
unique k + 1. We then take Api1 = By .

We give a method to construct B, 1 from B,. Suppose that one column of B,,,
say column j, has not the element k + 1. Since the number of occurrences of k + 1
in B, is n, at least one column of B,,, say column j’, has at least two occurrences of
k + 1. Let the element at row rg and column 5’ is k + 1. Check the element at row
ro and column j. If it is 0, then stop. If it is a; other than 0, then 1 < a; < k and
a1 occurs at row r; and column j' for some r; other than rg. Analogously, check
the element at row r; and column j. If it is 0, then stop. If it is as other than 0,
then 1 < as < k and as is different from a; and occurs at row 7o and column j for
some 1o other than rg, r1. Continue this process, until stop. (It is easy to see that
the process must stop.) Thus, we can find different rows ro,...,r; such that the
element at row rg and column j’ is k + 1, the element at row r; and column j is 0,
and for any p, 1 < p <t, the element at row r, and column j’ is identical with the
element at row 7,1 and column j. Interchange the element at row r, and column
j' and the element at row r, and column j, p =0,1,...,t. Then the number of 0
decreases by one and the number of k + 1 increases by one in column j, the number
of 0 increases by one and the number of k + 1 decreases by one in column j’, and
column 5’ and column j keep the number of h unchanged for any h,1 < h < k. We
denote the result matrix by B,41. Clearly, column j of B, 41 has unique k 4+ 1 and
column j’ of B,41 has k+ 1 still. Thus the number of columns without the element
k+1 of B,t1 equals the number of columns without the element k£ + 1 of B,, minus
1. It is easy to see that B,41 also satisfies P’(k).

Since A, satisfies P(m), A,, is a matrix over {1,...,m}. Take A = A,,. Then

each column of A is a permutation of 1,...,m and the number of occurrences of j
inrowiof Ais ¢y, 1,5=1,...,m. O

We use some notations. The n-output of a state s means a sequence of length
n consisting of A\(s,x), € X, that is, A(s, z1)A(s,22) ... A(s, &), where z1, ..., 2,
are different elements of X . For example, y191Y1%2Y2Ys, OF ¥3yaye in short, is the n-
output of s in case where n = 6,17 (| =3, [I)! | =2, and |[I}! | = 1. (Sometimes,
the n-output y$y3ys is denoted by (3y1, 2y2, 1ys).)

The n-outputs of the states s, , = (x_1,...,2_¢,8q), z—1 = 0,1,...,n — 1

are called equilibrated with respect to a partition 7, if for any block B of =,
> sen I} = n holds for any y in A(B, X).

A straightforward method to generate a part of weakly invertible semi-input-
memory finite automata with delay 2:
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1. Given alphabets X = {0,1,...,n— 1} and Y with |Y| = n, choose arbitrarily
a stronger cyclic autonomous finite automaton M, = (Y, Sq, 04, Ao) with |S,| > 2.
Given a positive integer ¢ > 2, take

S={{z_1,...,2_c,8a) | i € X,i=—1,...,—¢,8q € Sa}.

2. (initial choice) Fix a state in S,, say Sq0. For any n states s, , =
(X1, s T, Sa0),2—1 = 0,1,...,n — 1, take (1,1,...,1) as the type of a output-

partition s, .. s, ,, and take yg. as the n-output of s;, 7 = 0,1,...,n — 1, where
Ys;» ¢ =0,1,...,n — 1 are n different elements of Y.

3. (recursion) Suppose that for any _1,...,2z_. in X, the n-output of the state
(T_1,...,Z_¢, 0% (540)) has been defined, k < |S,|—1, and that for any z_o,...,z_
in X, a output-partition 7% . of sk = (r_1,...,0_¢,08(sq0)), x_1 =
0,1,...,n — 1 has been chosen, and the n-outputs of the states 5571,...,zﬂ’ T =
0,1,...,n — 1 are equilibrated with respect to ﬂ’jfzwﬁzﬁ.

For any x_3, ..., #_. in X, consider the n? states Sp 1w =
(1, . T, 08 (540)), 1,22 = 0,1,....,n — 1. For any z_o in X, let
St g ey = (T2,  Toe1,08(840)), T—c—1 = 0,1,...,n — 1. Choose a type,

say ty_,, of a partition which is a refinement of the type of the input parti-

tion of 5;72,1‘7071 for x_.—1 = 0,1,...,n — 1. Take arbitrarily a output-partition
ﬂ’;fim,x% of s¢ 1z 5, T—1 = 0,1,...,n — 1 of which the type is t,_,. We use

By _y1,-- -, Ba_yp,_, to denote the blocks of 75+!
a join between the state s

. . Foreach z_._1 in X, take
s T—c ’

/ —
@ sz ., and the n states sy , 4 ,, -1 =0,1,...,n—1

That is, define a one-to-one mapping ¢y, » from the blocks of the input par-

205
tition of s, , , . to the blocks of some partition 7, , which keeps the size of any
block unchanged, where ﬂ'ff?lL
each state in each block so that the following three conditions are satisfied:

(1) (output-partition and equilibration condition) For any xz_o in X and any
block B, _, i, 1 <4 < by_y, [M(Bz_,i, X)| = |Be_,i| and Y 1) | = n for
any ¥y € A(Bz_,.i, X).

(2) (refinement condition) For any different blocks By ,; and B, ,; which
include in the same Pst, (I) for some z_._1 in X and some block I of the

c—1

input partition of s/ A Bz 5., X)NA(By_,,i,X) =0 is true.

T_2,T—c—1"

(3) (compatibility condition) For any x_._1 in X, any block B of the output-

_ is a refinement of 7}, . Choose the n-output of

x_o,i

T

partition Wﬁ,g,...,x,c,l of the n states s, , . ,r2 =0,1,....,n—1, any y €
A(B, X), the set )\(cps(Ié‘j[s), X), s € B with nonempty I,’; are a partition of Y.

4. (closed) Let x_3,...,z_. be in X. For any z_o and z_._1 in X, take a
join between the state s, , ., = (r_2,...,7 ¢ 1, 5LSG|_1(sao)> and the n states
(x_1,...,Z—¢,Sa0), x—1 = 0,1,...,n— 1 so that the condition (3) mentioned above
is satisfied. (From Lemma 3.1, such joins are existent.)

The following is an exemplification of step 3 for n = 5: Given x_3,...,x_. in X,

suppose that for any z_5 and x_._1 in X, the n-output of the state s, , , =, =

(x_9,...,2_c_1,54) has been defined as shown in Table 1, where s, = 0¥(s40),
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k

!
L —3y.-yL—c—1 Of S

T_2,L—c—1"

k < |Sq| — 1. For any z_._1 in X, a output-partition =
z_2 =0,1,...,4 has been chosen shown by underline or overline in Table 2. It is easy
;72,17c71 ’ 4
o 5.z ., lable 2 gives outputs of blocks of the
output-partition 7¥*! of 5 states sy .0, = (T_1,...,%_c,0a(5a)), T_1 =
0,1,...,4. Using the result, we can choose n-outputs of s;_, o ,, x—1 =0,1,...,4
to satisfy equilibration. For example, let {so0}, {s10}, {$20, $30}, and {s49} be blocks
of wk+1

to verify that for any x_._1, the n-outputs of the states s
k

Tr—2 :0,1,...,
are equilibrated with respect to 7

0 s,..x_. From row 1.4 column 1 of Table 2, the n-output of sq is a®, the
n-output of sig is b®, the n-output of s4y is ¢, and take the n-output of s9y as

d'me>" and the n-output of s39 as d’>~"e'", for some r, 0 < r < 5.

Table 2 gives some intermediate results also. Types in row 1.3 are chosen based
on types of input-partitions, for example, in column 1, the 5 types of input-partition
are (2,3), (2,3), (2,3), (1,1,3) and (1,2,2) in Table 1, of which type (1,1,1,2) in Table 2
L (I) for each block I

/ k+1
L—2,T—c—1 T—2,..,T—c’

for example, in column 1, (14 1b,1+2a) at row 2.0.1 means ¢ (1M, ) is the union
2200
of the first two blocks with size 1 of whT!

0,x_3,...,c—¢

other two blocks, with size 1 and 2 respectively, of T

is a refinement. A join Pst o is given by listing Pst o

of the input-partition of s which is a union set of some blocks of

, and @y (I{i‘flséo) is the union of

k+1
0,x_3,...,T

condition and the compatibility condition are marked in row 2.h.2, h = 0,1,...,

_.- The refinement
4
(the same capital letter corresponds a partition of Y, subscripts are sizes of blocks);

the result in row 1.4 satisfies such conditions.

Table 1: {(i, j, *,04(84)),4 =0,1,...,4},7=0,1,...,4 and precursors
| 1 2 3 4 5
1.1 (3,0, %, 84(80))(, 1, %, 0a(8a))| (2, 2, %, 6a(Sa))| (%, 3, %, 0a(8a))| (7, 4, %, 0a(Sa))
i=0,1,2,3,4[i =0,1,2,3,4]i = 0,1,2,3,4/i = 0,1,2,3,4]i = 0,1,2,3,4
1.2 00000 O 0000 O 0000 S 0000 O 00 OO
2.0.1 o o o o o
2.0.2|  (2b,3a) (3b,2a) (1b,4c) (1c,4d) (1d, 4b)
2.0.3| (0,%,0,sq) (1,%,0, s4) (2,%,0, 8q) (3,%,0, 84) (4,%,0,84)
2.1.1 o o o o o
2.1.2|  (2b,3q) (3b, 2a) (1b, 4c) (1c, 4d) (1d, 4b)
2.1.3| (0,%,1,s,) (1,%,1,84) (2,%,1,84) (3,%,1, 84) (4,%,1,5,)
2.2.1 o o o o o
222 (2b,3¢) (1b, 4¢) (3b, 2¢) (¢, 4d) (1d, 4b)
2.2.3] (0,%,2,84) (1,%,2,8,) (2,%,2,54) (3,%,2,84) (4,%,2,84)
2.3.1 o o o o o
2.3.2| (la,3b,1c) (1b,3¢, 1a) (1c, 3a, 1b) (1c,4d) (1d, 4¢)
2.3.3| (0,%,3,5,) (1,%,3,84) (2,%,3,8q) (3,%,3,84) (4,%,3,54)
2.4.1 o o o o o
2.4.2| (2a,2b,1e) (2a,1b, 2e) (la,2b,2e) (1c,4d) (1d, 4b)
2.4.3] (0,%,4,sq4) (1,%,4, 5,) (2,%,4,54) (3, %,4, 84) (4,%,4, 84)
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LAY, j=1,...,5,

,Z_c. Row 1.2 column j: 5 states, j = 1,...,5.

n = 5. Row 1.1 column j: states {(i,j — 1, *,da(sa)), i = 0,1,..
* standing for the string x_3,...
For h, 0 < h <4, row 2.h.1 column j: 1 state , j = 1,...,5. Row 2.h.2 column j:
n-output of (j—1,*, h,sa), j =1,...,5. Row 2.h.3 column j: state (j —1, %, h, sa),

13

j=1,...,5.
Table 2: recursion step
[ ] 1 2 3 4 5 |
1.1 ] (4,0,%,0a(sa)) | (5,1,%,0a(sa)) | (2,2,%,0a(sa)) |(i,3,%,0da(sa))|(i,4,*,da(sa))
i=0,1,2,34 | i=01,2,3,4 | i=0,1,2,3,4 [i=0,1,2,3,4|i=0,1,2,3,4
1.2 R R R R EEEEE
13| (1,1,1,2) (1,1,1,2) 1,1,1,2) (1,4) (1,4)
14| (a,b,c,de) (a,b,c,de) (a,b, c, de) (a, bede) (a, bede)
2 o o o o o
201 (1+1b,1+2a) | (1+1a,14+2b) | (1b,1+ 1+ 2¢) (1c,4d) (1d, 4b)
2.0.2|(AL, A1, B1, B2)|(B1, B1, A1, A2)|(C1, D1,D1,D2)| (D1, E4) (E1,C4)
211 (1+1b,14+2a) | 14+ 1a,1+2b) | (16,1414 2¢) (1c, 4d) (1d, 4b)
221 (1+1b,1+2¢) | (1b,1+1+2c) | (1+1e,14+2b) | (lc 4d) (1d, 4b)
2.2.2|(A1, AL, B1, B2)|(C1, D1, D1, D2)| (B, B1, A1, A2)| (D1, E4) (E1,C4)
2.3.1] (la,1¢,1+2b) | (1b,1a,1+ 2¢) | (le,1b,1+ 2a) (1c,4d) (1d, 4c)
2.3.2|(A1, B1,C1,C2)|(C1, AL, B1, B2) | (BL, C1, A1, A2)| (D1, E4) (E1, D4)
2.4.1] (1+1b,1e,2a) | (14 1a,1b,2e) | (la,1+ 1b,2e) (1c, 4d) (1d, 4c)
2.4.2|(A1, A1, B1,C2)|(C1,C1, A1, B2)| (C1, A1, AL, B2)| (D1, E4) (E1, D4)
Row 1.1 column j: states {s; j_1 = (i,j—1,%,0a(5a)),4=0,1,...,4},j=1,...,5.
Row 1.2 column j: 5 states, j = 1,...,5. Row 1.3 column j: type t;_1 of
W?i_ll,x,3,...,x,c7 j = 1,...,5. Row 1.4 column j: outputs of blocks of the

output-partition ﬂ'fjll,x,g,...,x,c of 5 states s; ;1,7 =0,1,...,4; 5 =1,...,5.

({a,b,c,d,e} = Y, {c,d,e} = {c,d',e'}.) Row 2 column j: ¢ represents state
(J—1,%,h,8q), 5 =1,...,5. For h, 0 < h < 4, row 2.h.1: + for merging blocks
of the refinement partitions in row 1.3; a, b, etc. for 5 inputs with the same out-
_..n Row 2.h.2: A B, etc. for outputs

of blocks of the partitions in row 1.3, outputs with the same capital letter are a

put; underline etc. for partition 71'];73"“71,

partition of Y (see row 1.4).

4. Comment on binary case

In Section 5.4 in [5], an explicit expression for binary weakly invertible semi-input-
memory finite automata with delay 2 had been presented. It may be deduced based
on results in Section 2 of this paper. In this section, a stands for a @ 1.

For a c-order semi-input-memory finite automaton M = (X, Y, S, §, \) =
SIM(M,, f) with stronger cyclic M,, let n =2 and X =Y = {0,1}. Assume that
M is weakly invertible with delay 2 and wg apr = n. Let s, , = (x—1,...,%—c, Sa),
z_1 =0, 1. Then the n-output of s¢ is 01 if and only if the n-output of s; is 01. (Sup-
pose to the contrary that the n-outputs of sg and s; are ab and ab. From Lemma 2.2,
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the n-output of a precursor of sg and $; is ce. This contradicts Lemma 2.3.) Thus
only one of two primitive output-partitions of states sy and s; can be taken, with
type (2) or type (1,1), and the n-outputs of sg and s; are in form aa and bb in case of
type (2) or aa and bb in case of type (1,1). Let s}, = (x_1,T_2,7-3,...,T ¢, Sa),
x_1 = 0, 1. Then the n-outputs of sy and s; are yy and yy if and only if the n-outputs
of sj and s} are gy and §g. (Suppose that the n-outputs of sp and s; are yy and yy.
Let s and s’ be two successors of a state ¢ so that sg and s; are two successors of s and
s and s} are two successors of s’. From Lemma 2.2, the n-output of s is aa, therefore,
the n-output of s’ is bb and the n-output of ¢ is cc. Using Lemma 2.4 (b), the n-
outputs of s and s} are gy and §y.) Letting sz0.0 , = (To, T—1,- .., T—c+1,0a(Sa)),
from Lemma 2.2, that the type of primitive output-partition of sy and sy is (2)
derives that the type of primitive output-partition of sg; and sq; is (1,1), i = 0, 1.
Therefore, the types of primitive output-partitions and n-outputs of sg, s1 and sgg,
s10 and sg1, s11 fall under one of the four forms described in columns 2 and 3 of
Table 3. Thus, using Lemma 2.4 (a) for the last row, f satisfies relations described
in column 4 of Table 3. Define hy and hy by that ho(z_2,...,2_¢,8,) = 1 < the
type of primitive output-partition of so and s1 is (1,1), and hi(x_3,...,Z_¢, 8q) =
1 & f(xo,r-1,0,2_3,...,2_,S,) does not depend on zy and x_;. Notice that
f(zo,2-1,0,2_3,...,2_¢,8,) does not depend on zp and xz_; if and only if
f(zo,x_1,1,2_3,...,2_¢,8,) does not depend on xy and z_;. From Lemma 2.2,
we have ho(z_2,...,2-¢,8.) = 0 — ho(x_1,...,2_c+1,0a(8a)) = 1 and
hi(x_3,...,2—¢,84) =1 — ho(x_3,...,7_c_1,0, 1(s4)) = 0. This concludes a proof

of Lemma 5.4.5 in [5 page 169], a key result there.

Table 3: deducing explicit expression of f

1 2 3 4
states type(s) of |n-outputs of flzo,z-1,...,2—¢,8a) =
50,51 (1,1) Yy, yy £(0,0,0,z_3,...,2—¢,sa) B T_2
(50,51 79, 77)
80781 (17 1) yy7gg f(07 07 Z'727...,:L'7(;7 Sa) Gaxil
500, 5105 801, 11| (1, 1); (1, 1)|yy, yy; 79, J7
50 ; 81 (2) aa ; bb fO,2_1,...,%—¢,8a) B 0
500, 610; 501, 611 |(1, 1); (1, 1) |yy, §7; 22, 22| f(0,0, 52, .. . ,—c, 8a) D T © x—1 D x_1ha("),
s0 ; S1 (2) aa ; bb |ha() = Ei71:0 F(0,0,2_1,...,2—ct1,0a(Sa))

The above proof only using 3 lemmas. It is easy to modify the proof by only using
Theorem 2.1.

5. Conclusion

We have given a decision criterion of weakly invertible semi-input-memory finite
automata with delay 2 of which the minimal output weight of length 2 and the sizes
of input and output alphabets are identical.

The decision criterion is based on leaves of state trees with level 2 instead of the
trees themselves. Using the decision criterion, a straightforward method to gener-
ate a kind of weakly invertible semi-input-memory finite automata with delay 2 is
presented. But it is still a unsolved problem to generate all weakly invertible semi-
input-memory finite automata with delay 2, of which the minimal output weight of
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length 2 and the sizes of input and output alphabets are identical. The bottleneck
is a combinatory problem:

Let n, ¢ and e be integers greater than 1. Put n balls of n°t'e colored
balls, n balls with color y for y = 0,1,...,n — 1, to each box of n
boxes labelled by elements in {0,1,...,n — 1}° x {0,1,...,e — 1} satisfy-
ing the following conditions: 1. for any color y, the number of balls with
color y in the n boxes labelled by (j,x_o2,...,2_¢, i), j = 0,1,...,n —1
is a multiple of n; 2. for any color y, the number of balls with color y in
the n? boxes labelled by (k,j,x_3,...,2_¢,4), j,k = 0,1,...,n — 1 equals
n?; 3. for any n boxes labelled by (j,z_2,...,2_¢,i), 5 = 0,1,...,n — 1,
there exists a nonempty set P, , . . ., of primitive color-partitions of
them, (a color-partition is a partition so that the number of different colors
of balls in boxes in each block equals the number of boxes in the block,
it is called primitive if any proper refinement partition is not a color-
partition,) z_o,...,2_. € {0,1,...,n— 1} and ¢ € {0,1,...,e — 1}, such
that for any z_1,...,2_. € {0,1,...,n — 1} and ¢ € {0,1,...,e — 1},
there exists a one-to-one mapping ¢z ;... .. from balls in box labelled
by (x_1,...,2_c,1) to n boxes labelled by (j,x_1,...,Z_c+1,7+ 1 mod e),
7 = 0,1,...,n — 1 satisfying the following two conditions: 3.1. for any
- 1,...,2— € {0,1,...,n — 1} and 7 € {0,1,...,e — 1}, the partition
Yz 1,z wi(By)y € {0,1,...,n—1} with B, # 0 has a refinement partition
in Py ..z .i1,i+1 mod e, Where By stands for the set of all balls with color
y in the box labelled by (z_1,...,2_,4), and 3.2. for any x_o,...,2_. €
{0,1,...,n—1},i€ {0,1,...,e—1}and any 7 € P,_, . . ., for each block
B of 7 and each color y, we have C, N Cy = () for different b and &’ in B
and UpepCp = {0,1,...,n — 1}, where C} stands for the set of all colors
of balls in boxes mapped from balls with color y in box b by @z 5 ..z ..,
the box b is labelled by (j,z_a,...,z_.,1).

Notice that the conditions 1 and 2 can be derived by the condition 3. In the case
of n <5, any P, , . . .. can be confined to a singleton set as color distributions
of blocks of different primitive color-partitions are the same.

Since we, ps is a divisor of | X |2 and the problem is trivial in the cases of wa )y =
| X2 or 1, for a prime |X| a decision criterion in the case of any minimal output
weight of length 2 is solved. But for a composite | X |, for example, | X| = 16 or 258,
no analogous decision criterion in the case of any minimal output weight of length
2 is known so far.

From the viewpoint of application to cryptography, another important unsolved
problem is to find out an algebraic-logical expression for automata mentioned above
and for their weak inverses. (Appendix gives a binary cipher from algebraic-logical
expressions for automata concerned.)



16 Tao/On Weakly Invertible Finite Automata

References

1. F. Bao, On the Structure of n-ary Feedforward Inverses with Delay 1, MA Thesis,
Institute of Software, Chinese Academy of Sciences, Beijing, 1986. (in Chinese)

2. F. Bao, Limited error-propagation, self-synchronization and finite input-memory
FSMs as weak inverses, in Advances in Chinese Computer Science, Vol. 3, World
Scientific, Singapore, 1991, 1-24.

3. R. J. Tao, Relationship between bounded error propagation and feedforward invert-
ibility, Kezue Tongbao, 27(1982), 680-682.

4. R. J. Tao, Some results on the structure of feedforward inverses, Scientia Sinica, Ser.
A, 27(1984), 157-162.

5. R. J. Tao, Finite automata and application to cryptography, TUP, Beijing & Springer,
Berlin, 2008.

6. R. J. Tao and S. H. Chen, Input-trees of finite automata and application to crypt-
analysis, Journal of Computer Science and Technology, 15(2000), 305-325.

7. R. J. Tao and S. H. Chen, Structure of weakly invertible semi-input-memory finite
automata with delay 1, Journal of Computer Science and Technology, 17(2002), 369
376.

8. R. J. Tao and S. H. Chen, Structure of weakly invertible semi-input-memory finite
automata with delay 2, Journal of Computer Science and Technology, 17(2002), 682—
688.

9. H. J. Wang, The Structures and Decomposition of the Finite Automata with
Invertibility, Ph. D. Thesis, Institute of Software, Chinese Academy of Sciences, Bei-
jing, 2005. (in Chinese)

10. G. Yao, Two results on structure of feedforward inverse finite automata, Journal of
Software, 13(2002), supplement, 252-258. (in Chinese)

11. X. J. Zhu, On the structure of binary feedforward inverses with delay 2, Journal of
Computer Science and Technology, 4(1989), 163-171.

Appendix
A frame of binary ciphers with delay 2 and bounded error
propagation

We can give another proof of the reverse of Lemma 5.4.5 in [5 page 169] by deduce
an explicit expression of a weak inverse of M. The reverse of Lemma 5.4.5 is the
following:

Lemma 5.1. Let M = (X,Y,5,6,\) be a c-order semi-input-memory finite au-
tomaton SIM(M,, f), and M, = (Ya,Sa,0a, Aa) be strongly cyclic. If ¢ > 2 =
wa v, X =Y ={0,1} and there exist single-valued mappings ho from X1 x S,
to {0,1}, hy from X2 x S, to {0,1}, fo from X¢ x S, to Y, f1 from X1 x S,
toY, and fo from X2 x S, to Y, such that

ho(Z—2,...,2_¢,84) =0 — ho(x_1,...,Z—ct1,04(8a)) = 1,
hi(z_3,..., % ¢,84) =1 — ho(x_3,...,0_c1,0, (54)) =0, (3)
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and
flxo, .. x—¢,84q)
Jo(w_3,...,0 ¢,54) Dx_2,
if hQ(I_Q, . ,J)_C,Sa) =1& ]11(.%_37 e ,J)_C,Sa) = 1,
fl(x727~"7x7675a)®1717
if ho(x—a, ., ¢y 8q) =1& hi(x_3,...,2_¢,8,) =0,
fo(x—17"'7'r—075a)@x07
if ho(x—2,...,@_c,84) =0& h1(x_2,...,Z_ct1,0a(84)) =1,
fl(xf%uwxfcasa)@1‘0@9’371 @zfth(xf%~'~7x7c+175a(5a))a
if ho(z—ay ., @y 8a) =0& hi(x_2,...,2_ct1,04(84)) =0,

then M is weakly invertible with delay 2, where
ho(x_g,...;2_¢,8a) = f1(0,2_3,...,2_¢,84) ® f1(l,x_3,...,Z_¢, Sa)-

A proof is given in [5 page 173]. We modify the proof to give a weak inverse of
M as follows. For any state s = (x_1,Z_2,...,%_¢, Sq) and inputs xg,x1, 22 in X,
let yoy1y2 = A(s, xox122). There are several cases to consider.

In the case of ho(z_2,...,2_¢,84) = 0, we have yo = fl(x_1,...,2_¢,54) B
xo for any zo € X, where fi(x_1,..., 2_¢, Sa) = folx_1,...,2_¢,8q) if
hi(_g,...,Z—ct1,04(8a)) = 1, or fi(z—2,...,Z_¢,8q4) ® -1 ® x_1ha2(x_2,...,
T_ct1, 0a(80)) if ha(z_g,..., 0 ct1,04(Sq)) = 0. Thus zo = fl(z_1,...,2_¢,54) B
Yo-

In the case of ho(z_2,...,2_¢,84) = 1, we have hy(z_2,....T_ct1, 0a(Ss)) = 0.
We further consider ho(z_1,...,2_cy1,0a(8q)) and hy(x_1, ..., T_cya, 62(54)).

In the subcase of ho(z_1, ..., T—ct1, 0a(Sa)) = 1, since ho(x_1, ..., T_cy1,
0a(8a)) =1 & hi(x_a, ..., T_cy1, 04(Sa)) = 0, we have y1 = fi(x_1, ..., T_cy1,
84(8a)) ® o for any xp € X. Thus z9 = f1(x_1, .-+, T—ct1, 9a(54)) B Y1-

In the subcase of ho(2_1, ..., T_ct1,0a(54)) =0 & hi(z_1, ..., T cr2,02(84)) =
1, ho(x_1,. .., T—ct1, 6a(8a)) = O derives ho(xg, ..., T_cy2, 02(s4)) = 1 for any
2o € X. Since ho(zo, -+ T—ci2, 02(84)) =1 & hi(x_1,...,T_c12,02(s4)) = 1,
we have yo = fo(w_1,...,%_cy2,02(84)) @ 7o for any zg € X. Thus xp =
f2(x—17 sy Leet2, 52(311)) D Y.

In the subcase of ho(x_1, ..., Toct1, 9a(8q)) = 0 & hy(x_1, ...y Tocta,
62(84)) = 0, ho(z_1,...,T_cy1, 0a(8a)) = 0 derives ho(xo,...,T—ct12,62(54)) = 1
for any o € X. For any zg € X, since ho(wo,...,T_ct12,02(sa)) = 1 &
hi(x_1,...,2_ct2,02(s4)) = 0, we have yo = f1(20,T_1,...,T—cr2,02(84)) D ¥1.
Since ho(z_1,-.,T—ct1, 04(5a)) =0 & h1(2_1,...,T_ct2,062(54)) = 0, we have

Yy = fl(mfla sy Lot 1, 50,(5(1)) Dx1 DToD Iohg(l’,l, sy Lect2y 52(80«))
= fi(x_1, ., T—ct1,0a(5q)) B x1 D20 D
xO(fl (0,1‘71, sy Lot 2, 55(80«)) D fl(laxfla sy Lot 2, 55(80«)))
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It follows that

Y2 ®y1 = f1(20, 21, ., T—ct2,00(5a)) D21 @ fL(T—1,...,T—cy1,0a(s54)) D1 ®
20 ® 20(f1(0,2-1,...,%—ct2,00(5a)) ® fL(1,2_1,...,T—ct2,04(5a)))
= fl(07m—17 .- .71'_(;_1,_2,6(21(5@)) 2] fl($—17 .. .,x_c+1,6a(8a)) @ xo.

Thus To = fl(oaxfla oo c+2;5a(sa)) D fl(x 1y--- 71'*5"1’1’511(8@)) D Y2 @ Yi-
Define a mapping f’ from Y3 x X¢x S, to X by

f/(y67y/—1) y/—27x—1) e 71‘—05 Sa)
fo(x—h R D Sa) 2] yl—27
if ho(x—a,...,Z_¢,8q4) =0& hi(x_2,..., T ct1,04(8a)) =1,
fi(@_o, .. ;2 ¢, 80) BT_1 Bx_1ha(T_2,. ., T—ci1,0a(5a)) DY o,
if ho(z—2,...,2—¢,8,) =0& h1(z_2,...,Z—ct1,0a(54)) =0,

fl(xflw"axchrla ( ))Ggy/—la
_ if ho(z—a2,...,2—¢,8q,) =1 & ho(z_1,...,Z—ct1,0a(54)) = 1,
f2($_1,.-- —c+2 a(sa))@y(l)v
if ho(@—oy...,Z—¢,8q4) =1 & ho(x—1,...,Z_c41,04(84)) =0
&,hl(x_l,... c+2752(3a)) = 1
fl(oa T1,... —c+2; 50,(511)) @ fl(m 1y yLectl, 5(1(50,)) S y6 2] yl—la

if h,()(l'72, ey gy Sa) =1& ho(xflv cos Toct, 5(1(80’)) =0
& hl(l’,l, ey Leet2, 52(511)) =0.

Then we have g = f'(y2, Y1, Y0, T—1, .-, T—¢, Sq). We conclude that M is weakly
invertible with delay 2.

Let M = (Y, X,Y? x X¢x S, x {0,1,2},6",\') be a finite automaton with
X =Y ={0,1} defined by

(WY gy @1y Ty Sas b))

oyl e, Ty Sas b+ 1), if b<2,

B { Wor Y1, 0, T—1y -+, T—et1,04(84),2), if b=2,
N1y 0y o1y, Ty 80, 0), y0) = o,

YooV 1,y 2 €Y, v q,...,x_c €X, 84 € Sq, b=0,1,2,

xo being fl(yé)ayleyLva—lv cey Ty 8a)-
As shown above, ¥iyit1¥it2 = A{(Ti-1,...Ti—e,05(8a)), TiTiy1Ti42) derives
i = f'(Yiro, Vi1, Yiy Ti-1,---sTi—c,0.(84)). Then for any state sy =
(X1, ..y T—c, 8a) Of M, A(so,zox1...) = Yoy1... derives §(sp, 2o ...Ti—1) =
and ; = [ (Yiz2,Yit1, YisTi1ys-- > Tic;02(84)) for any i > 0, where s; =
(i 1,...,Ti—c,0.(54)). Thus for a state s = (y_1,Y-2,T_1,...,T_c,8q,0) of
M’ it is easy to prove by induction on i that A(so,zox1...) = yoy1... de-

rives 6'(sg, 40 .- Yiy1) = Siyo and N(sj,9,yi42) = x; for any ¢ > 0, where
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Siyo = Wit 1, Yi, Tic1y .- Tize, 8% (84),2). Therefore, A(so,oZ1-..) = Yoyi - .. de-
rives N (8" (84, Yoy1), Y2ys - . .) = N (sh,yays . ..) = xoxy . ... That is, s{; 2-matches s.
Thus M’ is a weak inverse with delay 2 of M.

On the other hand, from the last paragraph of the proof of Theorem 2.2.1
in [5 page 55], since M is stronger connected, sy 2-matches any state sj =
(W 1Y 9 X1y @i, Sa, 2y Of My’ 5y | € W%D. Let M" be the subautomaton
with a state alphabet S”, where

S = {<y1,y0,l’71, cee 7xfc;5aa2> | Yi = f(l'za . '7331'76752(5(1));7;;1'0;1'1 = 0; 1}

Then M is a weak inverse with delay 2 of M” and for any state s’ =
(Y1,Y0, T—1y -+, T—c, Sa, 2) of M" the state s = (x_1,...,2_¢, 8q) of M 2-matches
s

The result can be enhanced as that the state (x_1,...,2_¢, Sq) of M 2-matches
the state s = (¥ 1,y 9, Z-1,...,Z—¢, 8a,2) of M’ for any 3’ ; and ¢y’ ,.

Let N (s, yjyivs) = zorixe. We use hg, h(, hi to denote ho(x_2, ..., T_g,
Sa)y ho(x—1, ..., T_ct1, 6a(5a)), ho(wo, ..., T_ct2, 02(s4)), respectively, and
hi, by, b Ry to denote hy(x_3, ..., T—¢, Sa), h1(T_2, ..., T—cy1, 0a(Sa)), h1(z—1,

oy Tty 62(84)), h1(To, -+ oy T—crs, 62(84)), Tespectively.

There are three cases to consider.

In the case of hog = 0 or hg = 1 & h(y = 1, from (3), we have h{, = 1 and hf = 0.
We further consider hy and hf’.

In the subcase of hfj =1, since hjy =1 & h{ =1, from the definition of f/, we
have z1 = f1(%0, ..., T—c12,02(54))Dyh. Since hfj =1 & hY = 0, from the definition
of f, we have y = f1(zo,...,T—ct2,02(54)) ® 71 = f(T2,.. ., T_ct2,02(54)).

In the subcase of hf = 0 & hAY = 1, from the definition of f/, xo =
fo(w1, ..., T_cy2,0%(s4)) Dyp holds. Since hfj =0 & hY’ =1, from the definition of
f, we have y) = fo(x1,...,T—ct2,02(84)) ®x2 = fo(T2, .., T—ct2,02(84))-

In the subcase of hf = 0 & AhY" = 0, from the definition of [/, o3 =
fi(mo, .., T ci2,02(84)) ® 1 ® 21ha(T0, - - -, T3, 05(84)) Byp holds. Since hf =
0 & Ry = 0, from the definition of f, v = fi(wo,...,T—ct2,02(54)) ® 21 D
x1ha(T0, .. T—er3,05(8a)) ® a2 = f(T2,. .., T_ct2,02(54)) holds.

In the case of hg =1 & hj =0 & hY =1, from the definition of f’, we have
o = fol®_1,...,T—ct2,02(84)) ® yj. From (3), hj = 1 holds. Since hfj =1 &
hY = 1, from the definition of f, we have y§ = fo(w_1,...,7_c12,02(84)) ® o
= f(@a, .., T cr2,02(84))-

In the case of hg =1 & hj =0& hf =0, from the definition of f/, we have

2o = f1(0,21,. .., T_cy2,02(54)) B fr(T_1, ..., T—cq1,0a(5a)) DYDY 1,
1= fi(x 1, T er1,0a(54)) ® 20 @ Toho(T_1,. .., T cr2,02(54)) DY,
It follows that
T = f1 (0, L1y yT—c42, 52(5(1)) (&%) IQhQ(I_l, ey Lot 2, 52(8(1)) (&) y6

= fl(zO; L1,y L—c+2, 52(80«)) S y(l)
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From (3), hj = 1 holds. Since hj =1 & hY =0, from the definition of f, we have
y6 = fl(x07 cos L—ct2s 52(30)) D = f(va cosL—ct2s 52(311))'

To sum up, if N((¥' 1, ¥ 9, To1, -0y Tee, Say 2), YUIYL) = ToX1Z2,
then f(x2, ..., T_cy2, 02(sa)) = uh. Using this observation, it is easy
to see that if Ny 1,9 9%—1,.. ,T—c,54,2),Y0Y1---) = Xoxi..., then
F(@ita, o imer2,05%2(84)) = 4l i = 0,1,.. ., ie. A((T_1,..., %, Sa), ToT1 . ..) =

Yoy1Yoy, - - - for some yg,y1 € Y. Thus the state (x_1,...,2_¢, 8q) of M 2-matches
the state (y' 1,4 0, 2_1,...,2%_¢, Sq,2) of M’ for any y’ 1,y 5 in Y.

Let M/ = (Y, X, Y2 x X¢x S,,6',\) be a finite automaton with X =Y = {0, 1}
defined by

O (Y1, ¥ 2y Tots s ey Sa)y ¥0) = (Y0s Y15 0, 15+, T, Ba(5a));
N 1Y 0T 1,y Ty Sa), Yy) = To, (4)
YooV 1Y 9 €Y, x_q,...,x_ € X, 84 € Sq,
o being f'(yo, Y 1,y 0, T—1, -+ Tc, Sa)-
Evidently, the state (y';, ¥ o, Z—-1, ..., T—¢, Sq, 2) of M’ and the state
(W 1,y 9, T—1y..., ¢, 8q) of M’ are equivalent. Thus the state (x_1,...,2_¢, Sq)

of M 2-matches the state (y' 1,y o, T_1,..., T_¢,8q) of M’ for any 3 ;,y' 5 in Y.
For hardware implementation, it is preferable to merged the encoder M’ and
the decoder M into one finite automaton with two work modes.
Let

f($05 oy T—g, h07h/17hl7f{07f107f{17f1175a)

fo(x_3, . T, 8q) D T_2, if hg=1& hy =1,
T_2f11 ®T_2f10®2_1, if ho =1& hy =0,
T Soltot, s ey 80) ® o, if ho=0& b =1,
T oft1 ®T 2fioDxo @1 Dr_1(flo® fi1), if ho=0& R} =0,

and

fl(y(lMyLD yLQa T—1y.--yT—¢c, h07 hll7 h17 f{07 f107 f{h f117 5:;7 5:17 Sa)
fo(x_l,...,x_c,sa)@yLQ, if hozo&hllzl,
(flll‘,g () floiLQ) Dr_1D Ifl(fh D f{O) &) y/_g, if ho =0 & hll = 0,
(fliz—1 ® fioZ-1) ® Yy, Hho=1& ho(z—1,...,2c41,8,) = 1,
B fg(l’,l,...,l‘,chQ,Sg)@y(l),

if ho=1& ho(x-1,...,2—ct1,5,) =0& hi(z_1,...,2_cq2,8) =1,
fl(oa L1,y L—c42, Sg) &) (f{lmfl > f{Ojfl) b y6 &) y/_la

if ho=1& ho(z_1,...,2-cq1,5,) =0& hi(z_1,...,_c12,50) =0,
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where Z; stands for z;®1. Let M = (U, U, Y2x XexU"xS2x{0,1, 2}><{E,D},c~5, 5\>
with U = X =Y = {0, 1} be a finite automaton defined by

! ! I 1 /
6(<y—17y—271’—17 e 7:1:—07f107f117f107f117h07h17 h175a7 Sa, sa,a,b>,u0)

1 1 ! ! !/ " I " 1" /
<y—17y—27$—07x—17"'7x—C+17f107 117f107f117h07 15 lvéa(sa)7sa7sa7a+17b>7
if a <2,
1/ . 1 -
where fli = fl(%x*l? .- '7‘7:76“1’278@)7 = 07 17
/ / 1 1
h'O = h0($—17 .. '7'77—(;-‘1-1750,)7 hl = h’l(m—h cey T—ct2, 3(1)7
1! 11 /! / / 1 ! 1 1 /
_ <U07y71,170717717--~7$7c+17f107 117f107f117h07h17h1750«(‘9a)75a75a7a7b>7
= b= E&a=2,
ri} / / / 1 /
where zg = f (U07y717y727$717 .. ~7‘73767h07h17h17f107f107f117f1178a7‘9a78a)7
1! 1 ! ! !/ " I " " /
<y0:yfl7uo7$717~~~:$7c+17f107 117f107f117h07h17h176a(sa)7sa7sa7a7b>7
ifb=D & a=2,
r3 ! ! !
Where Yo = f(u07x—17 oo 7:1;—07h07h17h17f107f107f117f1175a)7

5‘((3/—171/—271’—17 e 7:1:—07f{07f{17f107f117h07h117h175g75:1,7sa7a7b>7u0) (5)
_ f/(u07y—17y—27m—17"'7'77—07h07h/17h17f{O7f107f{17f1178g75:l75a)7 1fb:E7
f(u07$—17 e 7:1;—07h07h/17h17f107f107f{17f1175a)7 if b= D7

"o
Y-1,Y-2 6Y7 T—1y-.-,T—c 6X7 Sa,sa,Sa,e Sa7 b:E7D7
I ! !
h07h17h17f107f107f117f117u0 2071

Point out that if M, is an n-order binary shift register, then s, s, s, occupy n+ 2

bits memory, not 3n bits.

The key of the cipher M is s = (#_1,...,2_.,5,) (and the construction). From
the definition of M, for any key s = (x_1,...,Z_.,5q4) of the cipher M, it is easy
to verify that

6(@717377271773:37747 .- '7x*67m717x727f107 f{17 fT107 fT117 }_ZO7EII7EI7 81175:17511707 b>7u0u1)
_ _ 2
= <y7172/72717717 o 7x*C7f{07f{17 f107f117 h07 hll?h176@(80)760(80)780727b>7

where

f{’b = fl(i,ﬂﬁ'_Q, . 7~T—C+1760(Sa))7 fli = fl(i7m—37 e 7:1:—075&)7 1= 07 17
hO = h0($—27~ . 7$—C7SG)7 hll = h1($—27 e 7~T—c+175a(5a))7 hl = h1($_37 . ~773—C75a)~

From the definitions of M, M’ and M,

0((J=1,J—2,T—3,T—4, ..., T—c,T—1,%—2, fi0, f11, f10, f11, ho, B4, 1, Sa, 54, 5a, 0, D), uou1)
is equivalent to the state s = (x_1,2_9,...,2_¢, 84) of M, and

O((J-1,T-2, -3, T4, .., T, T_1,T—2, fl0, fi1, Fr0, f11, ho, R, B, Sa, 84, 30, 0, E), tigiis )
is equivalent to the state s’ = (§_1,9 2, 1,%_2,...,T_c,54) of M’. Since s 2-
matches s,
0((J=1,J—2,0—3,T—4,...,T—c,T—1,%—2, fl0, fi1, f10, f1, ho, B, 1, Sa, 84, 5a, 0, D), uouy)
2-matches

9 % ' ' 3 7 7 IR ol v v
(<y717y7271’.737m747 <. '7x*67m717x727f107f117 f107 f117 h07 h17h17807sa780707 E),’U,O’U,l).

S
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To encrypt a plaintext yoy; ...y using a key (x_1,...,2Z_¢, 84), we first choose
arbitrarily an initial state

o . T T o
Se = <y—17y—25$—35$—47 cee 7'r—C7x—1a$—25f105f117f107f117h07h17h175a75a7sa7OaE>

of M and y;, i = —1,—2,1+1,l+ 2 in Y, then a ciphertext is

Tox1 .. - Ti42 = 5\(S(Se, y72y71), Yoyt - - 'ylyl+1yl+2)~

(The ciphertext only depends on the key s and ¢§_1,9—2,¥i+1, yi+2.) To decrypt,
choose arbitrarily an initial state

— — ! ! r r T A -
Sd = <Z/717y727$73:37747 .. '7x*67m7171’.72f107 f117 f107 f117h07h17 h17‘90«78a780«707 D>7

YoYUt - - - Yiro = A(0(s4,00), 21 . .. T142), then we have yoyi1 ...y = yY3y5 ... Y o

Although M is not of semi-input-memory, the error propagation length is ¢, that
is, one bit cipher error has influence on < ¢+ 1 bits plaintext.

By the way, the automata M and M’ may be regarded as one of candi-
dates of component automata for the generalized algorithms of the finite automa-
ton public key cryptosystems, as they satisfy the conditions PNy(M,M’,2) and
PNy(M', M, 2). (cf. [5 pages 374-375])

In fact, we have proven that A\(s,zoz1...) = yoy1... derives N (s, y2ys...)

= zoxy1... and that N ((y"_1,¥ 0, 2-1,...,T_c, Sa,2), Y0¥} --.) = Tox1 ... derives
A(s,zox1...) = Yoyryyys - .. for some yo,y1 € Y, where s = (v_1,...,2_c, Sa)
and sb = (Y1,Y0,%—1,...,%T—¢,8q,2). Since s, is equivalent to the state s”
of M', A(s,xox1...) = wyoyi... derives N (s ,yays...) = xox1..., where
s" = (y1,90,%_1,...,T_¢,84). Thus the condition PN;(M,M’ 2) is satis-
fied. Since M is of semi-input-memory, we have d&(s,zozr1) = S, where
sy = (T1,20,...,T_c12,02(54)). Clearly, the state (yL_l,yLQ,:E,l,...,x,c,sa,2>
of M’ and the state (y' 1,y 9,2-1,...,%_c,8q) of M’ are equivalent. Thus
N{Y 1Y Tty Ty Sa)y YY) -+ ) = ToT1 . .. derives A(s2, X223 ...) = Yoy, - - -.

That is, the condition PNo(M’, M, 2) is satisfied.



